Email completed skills form, along with your most recent resume to jobs@iodatasphere.com

Please include 10580MI Skills Form and your name on the subject line.



Windows Systems/Security Administrator 

IO Datasphere, Inc.
IOD# 10580MI



1
[bookmark: OLE_LINK9]Client:		OAK
Job Location:	Pontiac, MI
Start Date:	November 2nd, 2026
Posting ID:	         494
Interview:	         Webcam & On-Site
Contract Length:      6 months

Our client, Oakland County (OakCnty), is looking for a Windows Systems / Security Administrator to be responsible for administering, securing, maintaining, and optimizing enterprise infrastructure across on-premises, virtualized, hybrid, and cloud environments. Candidate focuses on vulnerability management, remediation, patch compliance, and security across Windows, Linux, VMware, and cloud platforms. Experience with Tanium or similar tools is a plus.

Tasks
Infrastructure Security: Administer Windows, Linux, VMware, and cloud infrastructure. Implement security baselines, access controls, and hardening standards.
Vulnerability Management: Identify, prioritize, track, and remediate vulnerabilities across servers, virtual machines, and cloud resources. Validate fixes and coordinate remediation timelines. 
Patching: Coordinate OS and infrastructure patching, validate deployments, maintain compliance, and minimize disruption.
Security & Compliance: Assess configurations against security standards, correct weaknesses, and support audits and compliance reporting.
Cloud & Virtualization: Secure and maintain VMware, virtual machines, cloud services, configurations, and access controls across hybrid environments. 
Security Tools: Support asset discovery, endpoint management, vulnerability assessment, patching, and remediation using Tanium or similar platforms. 
Automation: Develop PowerShell, Bash, or Python scripts and workflows to automate patching, remediation, security validation, and reporting.
Troubleshooting: Resolve infrastructure, configuration, patching, and security issues. Maintain incident and change records in the IT service management system. 
Documentation & Collaboration: Document configurations, security standards, patching, and remediation procedures. Work Schedule: County business hours required; flex time optional. Occasional after-hours work for maintenance, patching, and security remediation.

Environment: Works in a hybrid enterprise environment spanning on-premises, virtualization, and cloud infrastructure, focusing on vulnerability management, security, hardening, and remediation 

NOTE: Local candidates only. Relocation not allowed. Hybrid position requiring two in-office days per week.

Complete the skills table below to be considered for submittal.
Skills listed below must be clearly stated in your resume.
	Skills and Knowledge Required
(Requested years of experience)
	Years of experience
(XX yrs)

	Required / Must Have

	Experience with Windows Server
5 years 
	Select Years
	Experience with Linux	
5 years
	Select Years
	Experience with troubleshooting
5 years
	Select Years
	Experience with access management
5 years
	Select Years
	Experience with storage
5 years
	Select Years
	Experience with Networking 
5 years
	Select Years
	Experience with Identity and endpoint systems
5 years
	Select Years
	Experience with Vulnerability scanning, remediation tracking, patching, risk prioritization, and configuration compliance
5 years
	Select Years
	Experience with VMware vSphere
5 years
	Select Years
	Experience with virtual machines
5 years
	Select Years
	Experience with cloud platforms
5 years
	Select Years
	Experience with Endpoint management & asset discovery
5 years
	Select Years
	Experience with PowerShell, Bash, Python, Ansible, and Terraform
5 years
	Select Years
	Experience with Incident/change management, documentation, reporting, and cross-team collaboration.
5 years
	Select Years
	Desired / Plus to Have

	Tanium or similar tools
	Select Years
	Narrative Required 

	Describe how your work experience relates to this position. Write it in your own words. You can provide examples and project names. This is a good opportunity to show the client that you have the experience they are looking for. This is required for submittal.
	Enter narrative here




Candidate Information


[bookmark: OLE_LINK25][bookmark: OLE_LINK26][bookmark: OLE_LINK27][bookmark: OLE_LINK22]Full Legal Name: Enter name here

[bookmark: _Hlk196302644]Your Phone #: Enter phone here				Your email address: Enter email address

[bookmark: OLE_LINK28]Hourly Rate Desired (W2/C2C): Enter rate			Date available: Enter availability here

[bookmark: OLE_LINK21]W2 = Contract position. No benefits. You are paid for the hours you work only. Do you acknowledge? Select

Current Location (City & State): Enter location

Are you willing to travel to this location (i.e. M-F at work location) ? Select	

How many total years of working experience in IT? Select Years

How many years working in the US? Select Years

1st round of interviews will be webcam. Available for Webcam interview? Select

[bookmark: OLE_LINK19][bookmark: OLE_LINK20]2nd round of interviews will be onsite. Available for on-site interview in Pontiac, MI? Select		


Local candidates only. Relocation not allowed. Hybrid position requiring two in-office days per week.  Do you agree to this?  Select

A background check that includes residence and work authorization for the United States is required by client. Will you consent to a background check prior to the contract start date?    Select

Do you agree to a past employment and education verification check? Select

Referred by:: IOD Website

Work Status (US Citizen, Green Card, etc.): Select work status

[bookmark: OLE_LINK12][bookmark: OLE_LINK17]If applicable, Visa Expiration Date: Enter a date

If you have a visa sponsor or work on Corp to Corp, provide the company information below. IO Datasphere can only work with the company that currently holds the candidate’s visa sponsorship.

Employer Company: Enter company name			Contact Name: Enter contact name

Contact Phone: Enter contact phone			Contact Email: Enter contact email

Company Website: Enter Company Website

[bookmark: OLE_LINK5][bookmark: OLE_LINK1]Professional References

Provide 2-3 Boss/Supervisor/Manager References in order of relevance for this position (At least 2 should be past managers)

1. First Reference
[bookmark: OLE_LINK23][bookmark: OLE_LINK24]Reference Name: Enter reference name
Reference Company: Enter company name
Reference Title: Enter Reference Title 
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email
 
2. Second Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Title: Enter Reference Title 
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email

3. Third Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Title: Enter Reference Title 
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email



Instructions:

Email completed skills form and your most recent resume to us at: jobs@iodatasphere.com
Please include 10580MI Skills Form and your name on the subject line.


